Security of mobile health

L

& 7 .AGORIA
MOBILE
M HEALTH /" THAR
From governangeto impl\h!jlentation v

'ﬁ,‘ : i'
.. :Li

MOBILE HEALTH CONGRESS
30.11.2016

Pablo d’Alcantara, Abrumet’s Director




Smart phones are considered
attractive platforms for healthcare

1) pervasiveness
2) computational capabiliti

3) user-friendly interface ©
4) built-in sensors

5) availability

6) mobility

7) connectivity
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Security threats

e Research shows that smart
phones are vulnerable to
security threats

e Target of malware

e Security attacks due to
weakness in design

e Applications can have full
access to the data

 Apps can communicate with
other apps |
PP ko
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mHealth Security ity
Requirements

CIA :

* Confidentiality : assurance information is not
made available or disclosed

* Integrity : assurance information has not been
modified or destroyed
* Availability : usability & accessibility of
information by an authorized party at anytime
from anywhere
%o
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More mHealth Security

e Audit Control: record and
examine the activities of the
system

e Effective User Authentication:
patient or physician identity
check to access information

 Access Control: restricted access
to some users (patient,
physicians, nurses, pharmacist...)

 Freshness of Health Data:
recent and accurate data

e Patient Consent: patient’s %

permission
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Traditional methods and concepts

* Encryption algorithm & standard
* Using public key
 Multi-level authentication system
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mHealth Security
Threats

e Malware Infections:

— use of social engineering techniquesto install itself on a
mobile device

— can damage, alter or transfer the information

* Application Developers: poor implemented are
open doors for hackers

 Mobile Devices: unauthorized usage after robbery
"%
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mHealth Security Threats (2)

* Human Users:
— share passwords with others
— no password protection on phones
— used of unknown networks

e Health Insurance Companies:

advantage with access to health &\\\\\“\\

information

* Data Intelligence Companies:
accumulate information to sell it
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COUNTERMEASURES

Use of IHE profiles
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International base standards and profile

development
LOINC
— ine
e IHE-BPPC
HiZv3 IHE-XCPD
CDAL1L3
IHE-XCA
Pdf/A
HTPP1.1 IHE-CT
UTES IHE-XDR
OASIS ebRIM 3.0 IHE-ATNA

OASIS ebRS 3.0
W3C MTOM
W3C XOP
W3C SOAP 1.2
WSIBP 1.1
WSI SBP 1.1
RFC1305 (NTP)
ETSITS 102 231
SAML
X509
RFC 3881
XACLM
TSL/NSL

IHE-XSPA
IHE-XUA
IHE-XCF

TSP
CEN activities
|IEEE 11073

EU eHealth project:
Cross Border Patient Summary in Belgium

eHealth European Interoperability Framework: EU Recognised profiles

Business Use Case “ePrescription /
eDispensaton”
Business Use Case
“Patient Summary”

=

<To be
determined>

<To be
determined>

Identification Service

epSOS Business Service

epSO0S EU Cross-Border eHealth Interoperability Project

Extensions

HL7 V3 PA DSTU

HL7 V3 Datatypes

Extensions |
OASIS ebRIM 3.0 | OASIS ebRIM 3.0

OASIS ebRS 3.0

OASIS ebRS 3.0

Dispensation Service

Consent Service

OASIS ebMS 3.0
OASIS ebRS 3.0
OASIS ebRIM 3.0

IHE-

BPPC

HL7 CDA R2

Security and Infrastructure services

TIS1.2
Syslog
RFC 3881
WSISBP 1.1

NTP V3

\

SNTP V4

SAML (v2)
XACML (v2)
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Mobile access to Health Documents
(MHD)

e profile defines a simple HTTP interface to an
XDS like environment

* simplified HTTP RESTful technology rather
than the more robust technology used in XDS

Document Sharing
Infrastructure

L
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MHD defines transactions &
o e

submit a set of documents and metadata from
the mobile device to a document receiver

find the document submission set metadata
based on query parameters

find document entries containing metadata
based on query parameters

retrieve a copy of a specific document

abrumet C 1



MHD

 The MHD profile does not replace XDS

—/\

Used to access an XDS health information
exchange

IHE/XDS Reference Implementation
l Registry

IHE XDS.b
Reference
Implementation

4. Consumers retrieve
documents from

_ S\ . Repository(ies)
: > \
XDS Document
N (Metadata):
y N Type

— ~ Patient
: | Repository. v

Origin of
Documents  adapters

Package N 3 Tools Auditing - Reporting | Facility
5 Access - Configuration | Authenticator

Y4
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MHD

vl .

The MH
(API) to

D profile defines one standardized interface
nealth documents for use by mobile devices

so that deployment of mobile applications is more
consistentand reusable

e mobile resources are constrained:

— has
java

a simple programming environment (e.g., JSON,
script)

— simple network stack (e.g., HTTP)
— simple display functionality (e.g., HTML browser). X

abrumet
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MHD

* Goalis to limit the additional libraries that are
necessary to process
— SOAP
— WSSE
— MIME-Multipart Open HealthHub ™
— MTOM/XOP
— ebRIM
— multi-depth XML

A

—,
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The MHD Profile enables many
deployment models

Patient
Identity
Source
l XDS MHD
XDSRDO.C‘t‘me“t|< Document | Document
egistry Consumer | Responder

T

MHD XDS XDS Document
Document | Document Reposito
Recipient Source P Y

MHD
Document
Source

MHD

Document
Consumer




MHD Security Considerations

Many reasonable methods
of securing interoperability
transactions: v

* use of TLS is encouraged

* use of the Audit Trail and (J
Node Authentication I P L
(ATNA) profile (Security & = ~ ~
Audit logging) Pl

* OAuth2 with OpenlID
Connect

<
(
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Traditional client-server

authentication

* Apps store resource owner's credentials, typically a
password

* Servers have to support password authentication,
despite the security weaknesses

Requests a protected resource
Client @
4 Requests username:password =
g — Sends username:password —pi

Returns requested resource
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Traditional client-server

authentication

* No ability to restrict duration or access to a
limited subset of resources

* Cannot revoke access to an individual apps
without revoking access to all apps, and must
change the apps password

h
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OAuth2 protocol / 4

R,
T

 OAuth2is an open standard for authorization
without password

* OAuth2 enables an application to obtain limited

access to

* OAuth2a
by an aut

e Theappt

an HTTP service

lows access tokens to be issued to apps
norization server

nen uses the access token to access the

resource server
 OAuth 2.0is not authentication (see TLS)

abrumet
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OpenlD Connect (OIDC)

* OpenlID Connect (OIDC) is an authentication
layer on top of OAuth 2.0

fgldentity Layer on top of

OpenlD Connect

€) oAuth 2.0

Base Protocol9f - B
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OpenlD Connect (OIDC)

* Allows computing clients to verify the identity
of an end-user

|dentity = set of attributes

related to an entity [iso 29115)

A

—,
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OpenlD Connect (OIDC)

* OpenlD Connect specifies a RESTful HTTP API,
using JSON as a data format

e.g., ID Token is signed JSON
JSON Based {
"iss": "https://client.example.com”,
"sub™: "24400320",

. "aud": "s6BhdRkqt3",

REST Friendly "nonce”: "n-0S6_WzA2M;",
"exp": 1311281970,

"iat": 1311280970,

!n simplest cases, "auth_time": 1311280969,
just copy and paste "acr"; "2",
"at_hash":
Mobile & App "MTIZNDU2Nzg5MDEyMzQ1Ng"
}

Friendly | !.

4
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OpenlD Connect (OIDC)

 The OAuth2 vulnerability is phishing -> two-
factor authentication

V
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Two-factor authentication

* username / password
e SMS and/or email

—/ —

_y
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Thank you for your
attention

With the support of

GOUVERNEMENT DE LA REGION DE BRUXELLES-CAPITALE @
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